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AUGUST 2 8, 2025

3:50 PM - 5:10 PM EDT (P0OS-20) Breaking In, Building Better: An Adversarial Approach to Optimizing
Security Design

3:50 PM - 5:10 PM EDT (P0OS-21) Challenges for Education and Learning Needs Assessment in
Radiological Source Security

3:50 PM - 5:10 PM EDT (P05-22) Developing a curriculum for training on Radiological sources security
for African Universities and Industries

350 PM - 5:10 PM epT (POS-23) Development of Integrated Nuclear Safety and Security Risk Criteria
for a Hypothetical Small Modular Reactor Facility

3:50 PM - 5:10 PM EDT (P0OS-24) Enhancing Nuclear Security Culture and Physical Protection in
Facilities housing radioactive sources

350 PM - 5:10 PM epT (POS-25) Generic Case Study: Reco ion of R
for Nuclear Security Event in Hypothetical Radiation Facility during
Transportation

3:50 PM - 5:10 PM EDT (P0O5-26) National Culture Impacts on Nuclear Security Culture

3:50 PM - 5:10 PM EDT (POS-27) National legal and regulatory framework for Security and Physical
Protection in Brazil

3:50 PM - 5:10 PM enT (POS-28) Real-Time Anomaly Detection in Cybersecurity: Adaptive Algorithms
for Power Consumption Monitoring

350 PM - 5:10 PM EDT (POS-29) Study of High Security Switch Functionality: False Security

3:50 PM - 5:10 PM EDT (P0O5-30) Testing and Evaluation of Radiofrequency Tamper Indicating
Devices for Remote Monitoring of Advanced and Small Modular Reactors

3:50 PM - 5:10 PM EDT (P0S-31) TRIHtag: Innovations in Mobile Source Detection
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Poster Session A
(POS-28) Real-Time Anomaly Detection in Cybersecurity: Adaptive
Algorithms for Power Consumption Monitoring

[ Monday, August 25, 2026 @ 350PM-510 PMEDT @ Location: Capitol Ballroom
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This study focuses on the development of an anomaly detection system for real-time power consumption monitoring using machine leaming
techniques. The objective is to create an adaptive detection mechanism that operates independently of the control system to ensure reliable
anomaly identification in various operational environments. The prototype integrates high-precision sensors, mi troller-based data
acquisition, and realtime data processing.

The detection algorithm employs Long Short-Term Memory (LSTM) networks alengside statistical methods to recognize distinct anomaly
patterns such as sudden fluctuations, sustained high consumption, and periodic irregulanties. These pattemns are detected through moving
averages, standard dewviations, and Fourier Transform analysis. Initial experimental results show a detection accuracy of 95% and response
times below one second for data sampled at one-second intervals.

To improve robustness, advanced filtering methods, including Butterworth and Kaiser filters, are applied to reduce noise from high-frequency
and low-frequency components in the power consumption data. Additionally, a dynamic threshold mechanism adapts to realHime data
variability, enhancing the precision of anomaly detection in high-noise environments.

Further development efforts focus on optimizing accuracy through model refraining, improved preprocessing techniques, and feature
extraction. Future work will test the algorithm in real-world conditions fo confirm its effectiveness in detecting and mitigating abnormal power
consumption patterns.

This research contributes to improving control system reliability and real-time menitoring technology, providing a foundation for more secure
and efficient anomaly detection in varicus industrial and operational applications.




